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Abstract
This is the first of a series of papers describing the results of a
project whose goal was to identify five remote identity proofing solutions that can be used as alternatives to knowledge-based verification.
This paper describes the first solution, which makes use of two new
concepts that are described in detail in the paper. The first new
concept is that of a typed hash tree, which can be used to represent a
collection of key-value pairs and whose root label provides an omissiontolerant cryptographic checksum of the collection. The second concept
is that of a rich credential, which is issued by an identity source to
a subject and allows the subject to remotely present three verification factors to a verifier with whom the subject may have no prior
relationship, including something that the user has (a private key),
something that the user knows (a password), and something that the
user “is” (one or more biometric features). A rich credential includes
a typed hash tree, whose omission tolerance is used in the rich credential to provide selective disclosure of attributes and selective presentation of verification factors. In the first solution, a DMV issues
a rich credential containing a facial image of the subject, which can
also serve as the digital source of the printed photograph on a physical driver’s license issued to the subject. The verifier performs face
recognition with presentation attack detection by matching the facial
image against the subject’s face shown in an audio-visual stream of the
subject reading prompted text, verifying the synchrony between the
audio and video channel of the stream by tracking the subject’s lips in
the video stream and matching distinguishable visemes to phonemes
in the audio stream.
∗
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Introduction

This is the first of a series of papers on the work that we have been doing in
our research project on Remote Identity Proofing [1]. We will also be publishing a series of posts in the Pomcor blog at https://pomcor.com/blog/
that will introduce the papers and put the main results into perspective.
The goal of the project was to identify five remote identity proofing solutions that can be used as alternatives to knowledge-based verification. We
have now identified five solutions that we believe to be secure and practical. This paper describes Solution 1, which relies on the new concept of a
rich credential to provide up to three-factor verification of the identity of a
subject to a verifier who has no prior relationship with the subject. It specifically proposes the use of a rich credential issued by a Department of Motor
Vehicles (DMV), since DMVs are the most commonly used identity sources
in the United States. It also includes materials generally relevant to remote
identity proofing that will be referenced in the papers describing the other
four solutions. The paper is organized as follows:
• Section 2 discusses the parties and types of evidence involved in remote
identity proofing.
• Section 3 points out an essential difference between identity proofing
and authentication, viz. the absence of prior relationship between the
subject and the verifier in identity proofing, and discusses its technological implications.
• Section 4 discusses two privacy features supported by rich credentials,
selective disclosure of attributes and selective presentation of verification factors.
• Section 5 defines the concept of a typed hash tree and proves that the
root label of a typed hash tree can be used as an omission-tolerant
cryptographic checksum. A rich credential is based on a typed hash
tree that represents a collection of key-value pairs, some encoding attributes and some encoding verification data that supports the presentation of verification factors to a verifier with whom the subject
has no prior relationship. (The word key in the term key-value pair
has its database meaning rather than its cryptographic meaning.) The
omission-tolerant integrity protection provided by a typed hash tree
4

enables the selective disclosure of attributes and selective presentation
of verification factors.
• Section 6 defines the concept of a rich credential and shows how it can
be used to provide three-factor verification, based on something the
subject has, something the subject knows and something the subject
is, while protecting the subject’s privacy by allowing for selective disclosure of attributes and selective presentation of verification factors.
• Section 7 describes the methods used in Solution 1 for issuing and
presenting a rich credential.
• Section 8 provides a general threat model applicable to all five solutions,
and a security analysis of Solution 1.
• Section 9 recapitulates.

2

Parties and kinds of evidence in remote
identity proofing

In an identity proofing event, a subject presents identity evidence originating
from an identity source to a verifier. As argued in [2], and consistently with
[3] and [4], the evidence should originate from multiple sources.
In-person proofing often relies on a primary piece of evidence, which is
often a picture ID, supplemented by secondary pieces of evidence that may
not include a photograph. In the United States the primary piece of evidence
may be, e.g., a drivers license issued by the DMV of one of the US states or
territories or the District of Columbia, or a passport issued by the State Department. The secondary evidence may include a street address confirmation
code and/or a proof of possession of a utility, financial or telecommunication
account.
Remote identity proofing should also include multiple sources of evidence.
Our five solutions are concerned with the remote presentation of primary
evidence, to be combined with one or more additional pieces of secondary
pieces. In Solution 1, described here, the primary evidence consists of a rich
credential issued by the primary identity source, together with a password
and one or more biometric samples that are submitted to the verifier along
with the rich credential and verified against the rich credential. After we
5

have described the other solutions in other papers, we will discuss how the
primary evidence in each solution can be combined with secondary evidence
to complete a remote identity proofing event.

3

Verification without prior relationship

An essential requirement of identity proofing, which sharply differentiates it
from authentication, is that a verifier must be able to verify the identity of
a subject with whom it has no prior relationship.

3.1

Biometric verification without prior relationship

There are four architectural configurations for biometric verification, but only
one of them is suitable for our purposes, being able to provide a biometric
verification factor usable for remote identity proofing in the United States:
1. In the biometric configuration most commonly used today, a user of a
smart phone or other computing device presents a fingerprint or some
other biometric sample to a sensor located on the device in order to
unlock the device or otherwise enable the use of a credential such as
a certificate and its associated private key stored in the device. That
credential could then be used in a remote identity proofing event where
the user of the device is the subject. However this only provides one
verification factor: possession of the device that contains the credential.
The purpose of the biometric verification is to protect the credential
stored in the device by requiring biometric authentication of the subject to the device before the credential can be used, not to provide
an additional verification factor. The verifier may not be able to tell
whether the subject has set biometric authentication and been careful
to lock the device or the credential in the device when not in use.
2. In another configuration, the subject sends a biometric sample to the
verifier, which matches it against biometric verification data derived
from a biometric enrollment sample that the verifier has previously
obtained from the subject. The biometric verification data may be a
template derived from the enrollment sample, or the enrollment sample itself, or a randomized helper datum used in revocable biometric
technology as described below in Section 6.7.1. To have obtained the
6

enrollment sample the verifier must have had a prior relationship with
the subject.
3. In yet another configuration, the subject sends a sample to the verifier,
which performs a one-to-many match against a database of biometric
verification data. In some countries there are databases containing
biometric verification for all or most of the population, and a verifier
may be able to match the sample presented by the subject against the
database without having a prior relationship with the subject. In the
United States, however, there is no nationwide biometric database that
can be accessed for identity verification purposes. In each state, the
Department of Motor Vehicles (DMV) has facial images of most of the
state residents, but does not make them available for the purpose of
identity verification.
4. In the one configuration that is suitable for our purposes, signed biometrics, an identity source performs biometric enrollment and provides
the subject with signed biometric verification data. Signed biometrics are used in PIV cards, but only for controlling physical access to
buildings. We use signed biometrics for remote identity proofing in
solutions 1, 2, 4 and 5. In Solution 1, described in this paper, the identity source acquires an enrollment sample from the subject (or multiple
samples pertaining to multiple biometric modalities) and includes biometric verification data derived from the enrollment sample in a signed
rich credential. The subject submits the credential and a biometric
sample to the verifier, which verifies the signature, matches the sample
against the verification data, and performs presentation attack detection on the submission of the sample.
3.1.1

Password Verification without Prior Relationship

When a password is used for authentication of a subject to a verifier, the
verifier compares the password submitted by the user to a salted hash of
the password stored in a database kept by the verifier. This requires a prior
relationship between the subject and the verifier, in the course of which the
subject has registered the password with the verifier and the verifier has
generated a salt, computed the salted hash of the password, and stored the
salt and the salted hash in the database.

7

A password can also be used to unlock a device or enable the use of a
traditional cryptographic credential stored in the device. But, just as when a
biometric sample is used to unlock a device or enable the use of a credential
as discussed above, this does not provide an additional verification factor
besides possession of the device.
In remote identity proofing we use a password differently. The subject
chooses a password, generates a salt, hashes the password with the salt, and
sends the salted hash to the identity source. The subject retains the salt and
never discloses it. The identity source issues a signed credential, where the
signature covers the salted hash, without the salted hash (or the password)
being included in the credential as it is stored in a subject-controlled device.
At proofing time, the subject submits the salted hash together with the signed
credential to the verifier, which implicitly checks the password by verifying
the signature on the credential, which covers the salted hash.
We shall refer to the salted hash of the subject’s password by the acronym
SHoSP.
This method of using a password has strong security features:
• The verifier does not keep a password database.
• The verifier does not see the password.
• The verifier cannot use the salted hash to mount a dictionary attack
against the password, because the verifier does not see the salt. By
contrast, in a password database the salt and the salted hash are stored
together, enabling an attacker who breaches the security of the database
to test guesses of the password by hashing each guess with the salt and
comparing the result to the salted hash.
• If the password is reused for multiple identity proofing credentials and
for authentication at web sites, a verifier who sees a salted hash of
the password used with one credential cannot use it in an attempt to
impersonate the subject using a different credential, nor to authenticate
as the subject at a web site. And a malicious web site operator who
receives the password cannot use it in an attempt to impersonate the
subject in a remote identity proofing event.

8

3.1.2

Three-factor verification in remote identity proofing

In authentication, the combination of three authentication factors including a
password, a biometric, and a device containing a private key is often touted
as the gold standard (something you know, something you are, something
you have). This gold standard has not yet been achieved in remote identity
proofing because the traditional ways of verifying a password and verifying a
biometric sample require a prior relationship of the subject with the verifier.
By obviating the need for a prior relationship, the rich credential of Solution
1 (and, similarly, the rich blockchain certificate of Solution 2 to be described
in another paper) achieve the same gold standard in remote identity proofing.

4

Privacy features of rich credentials

Physical credentials are monolithic. When a physical credential such as a
driver’s license or a passport is presented as identity evidence to a verifier,
the verifier sees and may record all the data in the credential, even though it
may only need some of the data and may be required by law to only collect
the data that it needs.
Some cryptographic credentials provide enhanced privacy by allowing the
subject to select what attributes are presented to the verifier. This feature is
known as selective disclosure of attributes. Anonymous credential cryptosystems, such as IBM’s Idemix [5, 6] or Microsoft’s U-Prove [7] provide selective
disclosure, and furthermore provide unlinkability. Unlinkability refers to the
inability of credential issuers and verifiers to use clues other than disclosed
attributes to link the presentation of a credential to its issuance or to link
different presentations of a credential to each other. (A discussion of different
forms of unlinkability featured by different kinds of anonymous credentials
can be found in [8].) But unlinkability does not matter for a credential that
is used for remote identity proofing, since presentation of the credential is
intended to identify the subject, and therefore the presentations of the credential can be linked to each other and to the issuance of the credential by
the attributes that are intentionally disclosed by the subject.
A rich credential does not provide unlinkability, but it provides the privacy feature that matters in remote identity proofing: selective disclosure
of attributes. At each identity proofing event that makes use of a rich credential, the subject and the verifier may negotiate which of the attributes

9

asserted by the credentials are to be disclosed. And the cryptographic implementation of selective disclosure in a rich credential is very simple, the only
cryptographic primitives used in a rich credential being digital signature,
cryptographic hashing, and random-bit generation. By contrast, anonymous
credentials use complex cryptographic primitives and, perhaps for that reason, are still in the experimental stage after more than 15 years of research
and development.
A rich credential also provides another privacy feature: selective presentation of verification factors. A single rich credential issued by an identity
source allows the subject to present to a verifier three kinds of verification
factors: “something that the user has” (a device containing the credential),
“something that the user knows” (a password, hashed with a secret salt), and
“something that the user is” (one or more biometric samples, to be matched
against biometric verification data for one or more biometric modalities in
the credential). However, some identity proofing use cases may not warrant
presentation of all the verification factors made available by a rich credential. For example, biometric verification may only be required in cases with
high security requirements. Furthermore, when biometric verification is required and biometric verification data for multiple modalities is included in
a credential, different verifiers may be equipped to verify different modalities. A rich credential allows the subject and the verifier to negotiate which
verification factors will be used in each particular presentation. Allowing
the subject to omit biometric verification when not required is an important
privacy feature.

5

Typed hash trees for omission-tolerant integrity protection

This section defines a variation on the concept of a hash tree, which we call
a typed hash tree, and proves that the root label of a typed hash tree can
be used as an omission-tolerant cryptographic checksum. A rich credential,
described below in Section 6, is based on a typed hash tree that has keyvalue pairs encoding attributes and verification data. The selective disclosure
of attributes and selective presentation of verification factors featured by a
rich credential are derived from the omission-tolerant integrity protection
provided by a typed hash tree.

10

5.1

Overview

Consider a data structure that is used as a representation of a collection of
key-value pairs. A cryptographic hash of an encoding of the data structure
can be used as a checksum to ensure that the data structure has not been
modified by an adversary. The checksum can be verified by comparing it to
an original checksum supplied by the originator of the data structure, or by
verifying a signature on the checksum.
A typed hash tree is a data structure that can be used to represent a
collection of key-value pairs, and its root label can be used as a checksum of
the key-value pairs present in the tree by comparing it to an original checksum
or verifying a signature on the checksum. However, unlike a traditional
cryptographic hash, the root label of a typed hash tree is an omission-tolerant
checksum, in the sense that key-value pairs can be legitimately omitted from
the tree without invalidating the checksum, but an adversary cannot add a
key-value pair without invalidating the checksum.
The concept of a typed hash tree is illustrated in Figure 1. Informally,
a typed hash tree is an ordered tree where each node has both a type and a
label, and the label of each internal node is a hash of the types and labels of its
children. One distinguished type d, e.g. d = 0 if types are numeric, is shared
by all the internal nodes and possibly some of the leaf nodes. Leaf nodes
labeled by the distinguished type are called salt nodes, and their labels are
called salts. Leaf nodes labeled by other types represent key-value pairs, the
type and label of such a node playing the roles of key and value respectively.
The key-value pairs shown in the figure are examples of those that can be
found in a rich credential.
Salt nodes serve two purposes. One purpose is to allow for subtrees to be
pruned. Given a typed hash tree X and subtree X 0 rooted at a node N of
X, the subtree X 0 can be pruned from X without invalidating the root-label
checksum by removing from X the nodes of X 0 other than N , causing N
to become a salt node. We then refer to the label of N as a computed salt,
because its value is the root label of X 0 , which can be computed from the
types and labels of the leaf nodes of X 0 ; other salts, by contrast, are random
salts, generated by a random or pseudo-random bit generator. Pruning X 0
from X omits the key-value pairs represented by X 0 from the collection of
key-value pairs represented by X.
The other purpose of salt nodes is to protect key-value pairs omitted by
pruning from a guessing attack by an adversary who has access to the pruned
11
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Figure 1: A typed hash tree. Each node has a type and a label. Each box
represents a node, the number in the box being the type, the text in the
box describing the kind of label. Type 0 is the distinguished type. Each
internal node with type 0 is labeled by the hash of the types and labels of
its children. Each leaf node with type 0 is labeled by a salt. Nodes with
undistinguished types represent key-value pairs, the type being the key and
the label being the value. SHoSP refers to the salted hash of the subject’s
password described in Section 3.1.1.
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tree but not the original tree. Suppose the subtree X 0 pruned from the typed
hash tree X includes a leaf node N 0 with type t 6= d and label l, representing
the key-value pair (t, l). The root N of the X 0 remains in the pruned tree,
and the label of N can be computed from the types and labels of the leaf
nodes of X 0 , including t and l. Therefore the adversary may attempt to test
guesses of the omitted key-value pair (t, l) (or guesses of l if t is known)
against the known label of N . But if N 0 has a sibling labeled by a random
salt, the adversary has to make simultaneous guesses of (t, l) and the random
salt, and will have a negligible probability of finding the correct guess if the
random salt has high entropy.
While it is possible to remove key-value pairs from a typed hash tree X
without changing its root label by pruning one or more subtrees, we prove
below that, if all the salts of X are random salts, it is computationally infeasible to add key-value pairs to X without updating its root label. This justifies
the statement that the root label of a typed hash tree is an omission-tolerant
cryptographic checksum of the collection of key-value pairs represented by
the tree.
The proof is only partially formalized. A fully formal proof would require
formally defining the concepts of collision resistance and preimage resistance
for unkeyed hash functions, which is difficult [9, end of Section 5.1.1]. Boneh
and Shoup [10, Section 8.1] provide a formalization of collision resistance
based on their concept of a system parameterization [10, Definition 2.9] and
it may be possible to define preimage resistance similarly. But as noted
by the authors [10, Preamble of Section 2.4], the definitions required for
system parameterization are “rather complicated, requiring an unfortunate
amount of notation” and they “model our intuitive understanding of [the
terms efficient and negligible] only very crudely”. Here we follow an approach
that is simpler and more intuitive, but only partially formal. First we prove
fully formal results (Theorem 1 and Corollary 1) that capture the essence
of the proof without requiring any security assumptions. Then we derive
informal results 2–3 and informal conclusions 2–1 from the formal results
and informally stated security assumptions, by simple informal arguments.

5.2
5.2.1

Definitions
Typed hash trees

Formally, a kind of typed hash tree is a tuple K = (T, d, L, h, f ), where:
13

• T is a set of elements called types.
• d ∈ T is a distinguished type.
• L is a family of sets (L(t))t∈T .
• h is a cryptographic hash function whose codomain is L(d).
• f is an injective function that maps sequences of pairs (t, l), where
t ∈ T and l ∈ L(t), to elements of the domain of h.
Given such a kind K = (T, d, L, h, f ), a typed hash tree of kind K is a tuple
X = (K, N , T , L, F) where:
• N is a finite set whose elements are called the nodes of the tree.
• T is a function from N to T that maps each N ∈ N to an element
t ∈ T called the type of N .
• L is a function from N to t∈T L(t) that maps each N ∈ N to an
element of L(T (N )) called the label of N .
S

• F is a function that maps each node N ∈ N to a sequence without
repetitions, the nodes in the sequence being called the children of N ,
nodes without children being called leaf nodes and nodes with children
being called internal nodes, such that:
– Every node N is a child of at most one other node, which is called
the parent of N .
– The parent-child relation forms a directed acyclic graph.
– Exactly one node, called the root of the tree, has no parent.
• Every internal node has type d.
• The type of the root node is d, even in the case where the tree has only
one node and thus the root node is a leaf node rather than an internal
node.
• Every internal node N has as its label
l = h(f (s)),
14

where s is the sequence of type-label pairs of the children of s; i.e., if
F(N ) = (Ni0 )0≤i<n , n > 0, s is the sequence
s = ((T (Ni0 ), L(Ni0 )))0≤i<n .
Leaf nodes that have the same type d as the internal nodes, if any, are called
salt nodes, and their labels are called salts.
Typically, h maps bit strings of arbitrary length to bit strings of some fixed
length k such as 256, 384 or 512. Then, according to the above definitions,
the label of an internal node N is a k-bit string that is computed in two
steps:
1. First, the function f , which performs the role of a one-to-one encoding,
is applied to the sequence s of type-label pairs of the children of N ,
producing a bit string that we shall call the prelabel of N .
2. Then the hash function h is applied to that prelabel to compute the
label of N .
For example, if N has three children with types t1 , t2 , t3 and labels l1 , l2 , l3 ,
then the sequence of type-label pairs is
s = [(t1 , l1 ), (t2 , l2 ), (t3 , l3 )],
the prelabel of N is
f (s) = f ([(t1 , l1 ), (t2 , l2 ), (t3 , l3 )]),
and the label of N is
h(f (s)) = h(f ([(t1 , l1 ), (t2 , l2 ), (t3 , l3 )]).
Note. We use square brackets to denote sequences, e.g. [ ] denotes ∅, [a] denotes {(0, a)}, [a, b] denotes {(0, a), (1, b)}, [a, b, c] denotes {(0, a), (1, b), (2, c)},
etc.
5.2.2

Isomorphism of typed hash trees of the same kind

We say that two trees of the same kind are isomorphic if there exists a
bijection between their sets of nodes such that corresponding nodes have
same type, same label, and sequences of corresponding children.
15

5.2.3

Subtrees, pruning and grafting

Given a typed hash tree X = (K, N , T , L, F) and a node N of X, the set
of descendents of N in X (N not being considered a descendent of itself),
is the smallest set S that contains the children of N and, for every N 0 ∈ S,
also contains the children of N 0 . The subtree of X rooted at N is the typed
hash tree X 0 = (K, N 0 , T 0 , L0 , F 0 ) where N 0 is the union of {N } and the
set of descendents of N in X, and T 0 , L0 and F 0 are the restrictions of the
functions T , L and F to the domain N 0 .
Given a type hash tree X = (K, N , T , L, F) and a subtree X 0 of X
rooted at node N , the result of pruning X 0 from X is the typed hash tree
X 00 = (K, N 00 , T 00 , L00 , F 00 ), where N 00 is the set of nodes of X that are not
descendents of N , T 00 and L00 are the restrictions of T and L to N 00 , and
F 00 is the function that maps N to ∅ and every node N 0 of X that is not a
node of X 0 to F(N 0 ). Figure 2 illustrates the result of pruning the leftmost
three-node subtree from the typed hash tree of Figure 1.
A pruned derivative of X is a tree derived from X by pruning zero or
more subtrees. (X is a pruned derivative of itself.)
Given a typed hash tree X = (K, N , T , L, F) with a salt node S, and a
typed hash tree X 0 = (K, N 0 , T 0 , L0 , F 0 ) of same kind K as X, with root S,
such that N ∩N 0 = {S} and L(S) = L0 (S), the typed hash tree X 00 derived by
grafting X 0 onto X is defined as the typed hash tree X 00 = (K, N 00 , T 00 , L00 , F 00 )
where N 00 = N ∪ N 0 , T 00 = T ∪ T 0 , L00 = L ∪ L0 , and F 00 is the function with
domain N 00 that maps every node N of X other than S to F(N ) and every
node N 0 of X 0 to F 0 (N 0 ). Notice that L00 is a function because L(S) = L0 (S).
5.2.4

Representation of a multiset of key-value pairs

A typed hash tree X = (K, N , T , L, F) of kind K = (T, d, L, h, f ) is a representation of a multiset M of key-value pairs defined as follows:
• A leaf node N of type t 6= d with label l ∈ L(t) represents the key-value
pair (t, l), where t is the key and l is the value.
• The elements of M are the key-value pairs that are thus represented
by the non-salt leaf nodes of X, the multiplicity of each such pair in
M being the number of nodes of X that represent the pair.
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Figure 2: Result of pruning the leftmost three-node subtree from the typed
hash tree of Figure 1. Dashed-lines are used to illustrate the nodes that have
been removed. The root of the subtree becomes a salt node, but its label
does not change.
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5.3

Omission tolerance

The following facts follow directly from the above definitions:
Fact 1. The multiset of key-value pairs represented by a pruned derivative
of a typed hash tree X is a submultiset of the multiset of key-value pairs
represented by X.
Fact 2. A pruned derivative of a typed hash tree X has the same root label
as X.
Together, facts 1 and 2 justify the following informal statement:
Informal Statement 1. Let X be a typed hash tree whose root label is used
as checksum of the multiset of key-value pairs represented by X. Then it is
possible to omit key-value pairs from X without invalidating the checksum
(assuming, of course, that the multiset is not empty).

5.4

Addition intolerance

The concepts of linear description and stack-based label computation (SBLC)
of a typed hash tree, defined in sections 5.4.1 and 5.4.2, are needed in Section 5.4.3 for the proof of Theorem 1.
5.4.1

Linear description of a typed hash tree

The linear description of a typed hash tree of kind (T, d, L, h, f ) is a sequence
whose entries correspond to the nodes of the tree arranged in depth-first post
order, the entry corresponding to a node N being itself a sequence consisting
of the type of N , followed by number of children of N and, if N is a leaf
node, by the label of N . Thus if N is a leaf node with type t and label l, the
corresponding entry of the linear description is [t, 0, l], and if N is an internal
node with n children, the corresponding entry is [d, n].
The linear description of a typed hash tree X of kind (T, d, L, h, f ) can
be used to define another typed hash tree Y of same kind as X whose nodes
are the indices of entries in the description, as follows. If i is the index of an
entry [t, 0, l], i is a leaf node of Y with type t and label l. If i is the index
of an entry [d, n], i is an internal node of Y with type d, the sequence of its
children is [i − n, i − n − 1, . . . , i − 1], and its label is recursively defined as
h(f (s)), where s is the sequence of the type-label pairs of its children. The
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bijection between the nodes of X and their positions in the depth-first post
order traversal of X, which are the positions of their corresponding entries
in the linear description X, is then an isomorphism between X and Y .
Hence we can say that two trees of same kind that have the same linear
description are isomorphic, and, since the converse is trivially true, that two
trees of same kind are isomorphic iff they have the same linear description.
5.4.2

Stack-based label computation

The labels of the internal nodes of a typed hash tree, up to the root label,
can be computed from the types and labels of the leaf nodes. One particular
method for performing this computation traverses the nodes of the tree in
depth-first post order and keeps track of intermediate results in a stack. We
refer to this method as a stack-based label computation (SBLC). The proof
of Theorem 1 makes use of a formal specification of the SBLC of typed hash
tree, which we provide in this section.
For our purposes, a stack is a just a mathematical sequence; the top of the
stack is the last entry in the sequence; pushing to the stack means appending
to the sequence; popping from the stack means removing from the end of the
sequence.
The SBLC of a typed hash tree X of kind (T, d, L, h, f ) consists of a
sequence of steps triggered by the nodes of X arranged in depth-first post
order. Each step takes the computation from one stage to a next stage. Each
stage is a pair (S, R), where S is a stack consisting of pairs (t, l) where t ∈ T
and l ∈ L(t), and R is a suffix of the linear description of X (R is mnemonic
for “the Rest of the description”).
In the initial stage (S0 , R0 ), S0 is the empty stack and R0 is the entire
linear description.
Each node N of X triggers a step that takes the computation from stage
(S, R) to stage (S 0 , R0 ) as follows:
• R0 is derived from R by removing the first entry of R.
• If N is a leaf node with type t and label l, S 0 is derived from S by
pushing (t, l) to S. We refer to a step where this is the case as a push
step.
• If N is an internal node with n children (n > 0), S 0 is derived from S
by popping n entries and pushing the entry (d, h(f (s))), where s is the
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sequence of entries popped. We refer to a step where this is the case
as a hash step.
In the final stage of the computation, the stack contains a single entry (d, r),
where r is the root label of X, and the suffix of the linear description is
empty.
Since each step removes the first entry from R, the step triggered by
node N applies to a stage where the first entry of R is the entry of the linear
description that corresponds to N . The computation is entirely defined by
its initial stage, and could be specified by referring to entries of the linear
description rather than nodes of X. However, it will be convenient for the
proof of Theorem 1 to refer to nodes of X triggering steps of the computation.
5.4.3

Formal results

Theorem 1. Let X and Y be two typed hash trees of the same kind. If X and
Y have the same root label, then Y satisfies one of the following conditions:
(i) Y is isomorphic to a pruned derivative of X (which may be X itself ), or
(ii) the label of an internal node of Y is a salt of X, or (iii) a node of Y has
the same label as a node of X but a different prelabel.
Proof. Let X and Y be two typed hash trees of same kind (T, d, L, h, f ) that
have the same root label.
Let C be the SBLC of Y . In the last stage of C the stack consists of one
pair (d, r), where r is the root label of Y , and the linear description is empty.
Since r is also the root label of X, the last stage of C is the same as the last
stage in the SBLC of X. Hence, since X is a pruned derivative of itself, the
set of stages of C that are also stages of the SBLC of a pruned derivative of
X is not empty.
Let E = (S, R) be the earliest stage of C that is also a stage of the SBLC
of a pruned derivative of X, let X 0 be a minimally pruned such derivative,
and let C 0 be the SBLC of X 0 . (By X 0 being a “minimally pruned such
derivative” we mean that X 0 is a pruned derivative of X having E as a stage
of its SBLC, and is not a pruned derivative of another pruned derivative of
X having E as a stage of its SBLC.)
In an SBLC, the stack is only empty in the initial stage of the computation. Therefore if S is empty, E is the initial stage in both C and C 0 , and
R is the entire linear description of both Y and X 0 . Having the same linear
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description, Y and X 0 are isomorphic, and Y satisfies condition (i) of the
theorem.
If S is not empty, let (t, l) be the entry at the top of S, and consider the
steps leading to stage E in C and C 0 , which we shall call “the C step” and
“the C 0 step” respectively. Let N be the node of Y that triggers the C step,
and N 0 the node of X 0 that triggers the C 0 step. Both N and N 0 have type
t and label l, but may differ in the number of their children when their type
is d.
The C step and the C 0 step cannot both be push steps, because then E
would be preceded in both C and C 0 by the same stage E 0 = (S 0 , R0 ), where
S 0 being derived from S by popping one entry, and R0 from R by prepending
the entry [t, 0, l]. This would contradict the definition of E as the earliest
stage of C that is also a stage of the SBLC of a pruned derivative of X, E 0
being an earlier stage of C that is also a stage of C 0 .
Only a push step can put an entry (t, l) with t different from d at the top
of the stack. Hence, since either the C step or the C 0 step is not a push step,
we must have t = d.
The C 0 step cannot be a hash step if the C step is a push step. If that
were the case, let X 00 be the tree obtained by pruning the subtree of X 0
rooted at N 0 , and let C 00 be the SBLC of X 00 . The SBLCs of X 0 and X 00
would be identical following the step triggered by N 0 (which is a node of
X 00 as well as X 0 , and triggers a hash step in X 0 and a push step in X 00 ).
Therefore E would also be a stage of the SBLC C 00 of X 00 , and it would be
preceded in C and C 00 by the same stage E 0 = (S 0 , R0 ), S 0 being derived from
S by popping one entry, and R0 from R by prepending the entry [t, 0, l]. This
would contradict the definition of E as the earliest stage of C that is also a
stage of the SBLC of a pruned derivative of X, E 0 being an earlier stage of
C that is also a stage of C 00 .
This leaves two possibilities. The C 0 step may be a push step while the
C step is a hash step, or the C 0 step and the C step may both be hash steps.
Consider first the case where the C 0 step is a push step while the C step
is a hash step. Then N is an internal node of C while N 0 is a salt node of X 0 .
But N 0 is also a salt node of X, for otherwise the tree X 00 derived from X 0
by grafting the subtree of X rooted at N 0 would be a pruned derivative of X
having E as a stage of its SBLC, and X 0 would be a pruned derivative of X 00 ,
contradicting the minimality of X 0 . Therefore N 0 is a salt node of X having
the same label l as the internal node N of Y , hence Y satisfies condition (ii)
of the theorem.
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Now consider the case where the C step and the C 0 step are both hash
steps. Then N and N 0 are internal nodes of Y and X 0 with same label l. If
s and s0 are the sequences of the type-label pairs of the children of N in Y
and N 0 in X 0 respectively, we have l = h(f (s)) = h(f (s0 )). In the stage of
C that precedes E, the stack consists of the entries of S followed by those of
s, and the suffix of the linear description has [d, n] as its first entry, where
n is the length of s, followed by the entries of R. Similarly, in the stage of
C 0 that precedes E, the stack consists of the entries of S followed by those
of s0 , and the suffix of the linear description consists of [d, n0 ] followed by
the entries of R, where n0 is the length of s0 . The sequences s and s0 cannot
be identical, because then the stages of C and C 0 preceding E would be
identical, contradicting the definition of E as the earliest stage of C that is
also a stage of the SBLC of a pruned derivative of X (such as X 0 ). Therefore,
since f is one-to-one, the prelabels f (s) and f (s0 ) of N and N 0 and Y and
X 0 are not the same. Hence N is a node of Y having the same label l as the
node N 0 of X 0 but a different prelabel. But it follows from the fact that X 0
is a pruned derivative of X that N 0 is also a node of X and has the same
prelabel in X as in X 0 . Thus a node of Y has the same label as a node of X
but a different prelabel, and Y satisfies condition (iii) of the theorem.
Corollary 1. Let X and Y be two typed hash trees of the same kind. If X and
Y have the same root label, then the multiset of key-value pairs represented
by Y is a submultiset of the multiset of key-value pairs represented by X,
unless a salt of X is equal to a label of an internal node of Y , or a node of
X has the same label as a node of Y but a different prelabel.
Proof. If X and Y have the same root label and it is not the case that a
salt of X is equal to a label of an internal node of Y or a node of X has
the same label as a node of Y but different prelabels, then, by Theorem 1,
Y must be isomorphic to a pruned derivative of X (which may be X). But
then, by Fact 1, the multiset of key-value pairs represented by Y must be a
submultiset of the multiset of key-value pairs represented by X.
To prove addition intolerance, we need to relate the clauses “unless a salt
of X is equal to a label of an internal node of Y , or a node of X has the same
label as a node of Y but different prelabels”, of Corollary 1 to the method of
generating salts in X and the security assumptions on the hash function h
used in X and Y . We do this in the next two sections.
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5.4.4

Secure generation of random salts

In Section 5.1 we defined the term random salt as referring to a value generated by a random or pseudo-random bit generator. The addition intolerance
of a typed hash tree X whose salt nodes are labeled by such a generator g
depends on the security of g.
If an attacker is able to manipulate the generator g so that it produces an
output y that coincides with the root label of a typed hash tree Y representing
a non-empty multiset of key-value pairs, and that output y becomes the label
of a salt node S of X, then the attacker will be able to graft onto X a typed
hash tree isomorphic to Y and rooted at S, producing a typed hash tree Z
of the same kind and with the same root label as X but representing the
multiset MZ = MX ∪ MY (where MX and MY are the multisets of key-value
pairs represented by X and Y , and ∪ denotes multiset union). Since MZ is
not a submultiset of MX , such a typed hash tree Z breaches the addition
intolerance of X.
If g is a pseudo-random bit generator that produces output by applying a
hash function to a component of the state of the generator, as is the case in
the Hash DRBG generator of NIST SP 800-90A [11, Section 10.1.1.4], and if
that function is the same hash function h used in X, then the attacker could
cause g to produce the output y by setting the state of g to the prelabel of
the root node of Y . This indirect manipulation of y may be more difficult to
prevent or detect than a direct manipulation of the output y.
The indirect manipulation attack can be prevented by using as g a pseudorandom bit generator where output is produced by applying a hash function
other than g to a component of the state, or by some mechanism other than
applying a hash function.
The dependency of the addition intolerance of X on the security of g can
be eliminated altogether by treating g as a black box but applying a hash
function h0 other than h to the output y of g when generating a salt, and
using h0 (y) instead of y as the value of the salt. (We shall still refer to such
a salt as a random salt, viewing the combination of the blackbox g with
the application of h0 as a form of random or pseudo-random bit generator.)
Because different hash functions can be expected to exhibit what we call
cross-collision resistance in Section 5.4.5 below, this simple expedient ensures
that a salt of X has negligible probability of being equal to the root label of
any typed hash tree of same kind as X that represents a non-empty multiset
of key-value pairs.
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5.4.5

Informal results

We now derive informal results from Corollary 1 for the two methods of
generating salts described above. To that purpose we need to make the
following informal definitions:
1. A collision of a hash function h is a pair (x, x0 ) of distinct elements of
the domain on h such that h(x) = h(x0 ). (This definition is informal
only because we have not defined the concept of a hash function.)
2. A cross-collision between two hash functions h and h0 is a pair (x, x0 ) of
elements of the respective domains of h and h0 such that h(x) = h0 (x0 ).
(Like the previous definition, this definition is informal only because
we have not defined the concept of a hash function.)
3. A cross-collision between a hash function h and a random or pseudorandom bit generator g is a pair (x, y) such that y = h(x) and y is an
output of g. (This definition is informal because we have not defined
the concept of a hash function, nor the concept of a random or pseudorandom bit generator.)
4. A hash function h is said to exhibit collision resistance if it is deemed
computationally infeasible to find a collision of h. (This definition
is informal because it is based on an earlier informal definition and
because we have not defined the concept of computational feasibility.)
5. Two hash functions h and h0 are said to exhibit cross-collision resistance if it is deemed computationally infeasible to find a cross-collision
between them. (Like the previous definition, this definition is informal
because it is based on an earlier informal definition and because we
have not defined the concept of computational feasibility.)
6. A hash function h and a random or pseudo-random bit generator g
are said to exhibit cross-collision resistance if it is deemed computationally infeasible to find a cross-collision between them. In alternative
terminology, we shall say that h exhibits preimage resistance relative to
g if h and g exhibit cross-collision resistance. (Like the previous two
definitions, these definitions are informal because they are based on an
earlier informal definition and because we have not defined the concept
of computational feasibility.)
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We first consider the case where the salts of X are generated randomly
or pseudo-randomly without taking the precaution of further hashing the
output of the random or pseudo-random bit generator.
Informal Statement 2. Let X be a typed hash tree, let h be the hash function of X, and let g be a random or pseudo-random bit generator used to
generate all the salts of X. If h exhibits collision resistance, and preimage
resistance relative to g, then it is computationally infeasible to construct a
typed hash tree Y of same kind as X having the same root label as X such
that the multiset of key-value pairs represented by Y is not a submultiset of
the multiset of key-value pairs represented by X.
Informal proof. Let X, h and g be as stated. Let Y be a typed hash tree of
same kind and with same root label as X such that the multiset of key-value
pairs represented by Y is not a submultiset of the multiset of key-value pairs
represented by X. Then by Corollary 1, either a salt of X is equal to a label
of an internal node of Y , or a node of X has the same label as a node of Y but
a different prelabel. But if a salt y of X is equal to a label of a node N of Y
with prelabel x, then (x, y) is a cross-collision between h and g. And if node
N of X with prelabel x has the same label as a node N 0 of Y with prelabel
x0 6= x, then (x, x0 ) is a collision of h. Therefore if it were computationally
feasible to construct a typed hash tree Y of same kind and with same root
label as X such that the multiset of key-value pairs represented by Y is not
a submultiset of the multiset of key-value pairs represented by X, then it
would be computationally feasible either to find a cross-collision between h
and g, contradicting the preimage resistance of h relative to g, or to find a
collision of h, contradicting the collision resistance of h.
Informal statements 1 and 2 together justify the following informal conclusion.
Informal Conclusion 1. Let X be a typed hash tree, let h be the hash
function of X, and let g be a random or pseudo-random bit generator used
to generate all the salts of X. If h exhibits collision resistance, and preimage resistance relative to g, then the root label of X is an omission-tolerant
checksum of the multiset of key-value pairs represented by X.
Now we consider the case where a hash function h0 different from the hash
function h of X is applied to the output of the random or pseudo-random
bit generator used to generate the salts of X.
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Informal Statement 3. Let X be a typed hash tree with hash function h
whose salts are generated by applying a hash function h0 to the output of a
random or pseudo-random bit generator g. If h exhibits collision resistance,
and cross-collision resistance with h0 , then it is computationally infeasible
to construct a typed hash tree Y of same kind as X having the same root
label as X such that the multiset of key-value pairs represented by Y is not a
submultiset of the multiset of key-value pairs represented by X.
Informal proof. Let X, h, h0 and g be as stated. Let Y be a typed hash
tree of same kind and with same root label as X such that the multiset of
key-value pairs represented by Y is not a submultiset of the multiset of keyvalue pairs represented by X. Then by Corollary 1, either a salt of X is
equal to a label of an internal node of Y , or a node of X has the same label
as a node of Y but a different prelabel. But if a salt y = h0 (x0 ), obtained
by applying h0 to an output x0 of g, is equal to a label h(x) of a node N of
Y with prelabel x, then (x, x0 ) is a cross-collision between h and h0 . And
if node N of X with prelabel x has the same label as a node N 0 of Y with
prelabel x0 , then (x, x0 ) is a collision of h. Therefore if it were computationally
feasible to construct a typed hash tree Y of same kind and with same root
label as X such that the multiset of key-value pairs represented by Y is not
a submultiset of the multiset of key-value pairs represented by X, then it
would be computationally feasible either to find a cross-collision between h
and h0 , contradicting the cross-collision resistance of h and h0 , or to find a
collision of h, contradicting the collision resistance of h.
Informal statements 1 and 3 together justify the following informal conclusion.
Informal Conclusion 2. Let X be a typed hash tree with hash function
h whose salts are generated by applying a hash function h0 to the output of
a random or pseudo-random bit generator. If h exhibits collision resistance,
and cross-collision resistance with h0 , then the root label of X is an omissiontolerant checksum of the multiset of key-value pairs represented by X.

5.5

Alternative treatment of salts of in a typed hash
tree

In a type hash tree as defined above salts are used for two purposes, as note
in Section 5.1. Some salts are a “random salts”, which are used in a rich cre26

dential to prevent guessing attacks on data omitted in a presentation, while
others are “computed salts” that result from the pruning of subtrees. All
salt nodes have the same distinguished typed. Addition intolerance is based
on the fact that subtrees containing additional key-value pairs cannot be
grafted on salt nodes, for two different reasons. A subtree cannot be grafted
onto a node labeled by a computed salt because of the collision resistance
of the hash function. A subtree cannot be grafted onto a node labeled by a
random salt because of the preimage resistance of the hash function relative
to the random or pseudo-random bit generator used to generate the salt, or
the cross-collision resistance between the hash function used to construct the
tree and a different hash function applied to the output of the random or
pseudo-random bit generator when generating the random salt.
In an alternative definition of a hash tree and a rich credential, random
salts could have a typed different from the type of internal nodes and computed salts. The type of a random salt could be a second distinguished type,
or it could be an undistinguished type, in which case the random salts to be
ordinary values, all associated with the same key. This would complicate the
concept of a typed hash tree, but it would remove the dependency of addition
intolerance on the security of the random or pseudo-random bit generator,
and simplify the proof of addition intolerance, which would only be based on
the collision resistance of the hash function used in the tree.

6

Rich credentials

A rich credential is based on a typed hash tree, which is pruned as desired
when the credential is presented, to allow for selective disclosure of attributes
and selective presentation of verification factors. State transitions are described in sections 6.5–6.8.

6.1

Components of a rich credential

A rich credential comprises the following components, as illustrated in Figure 3:
1. A private key, which is a component of a key pair. The key pair is
generated in the device that carries the credential and the private key
never leaves the device. We shall refer to the device that carries the credential as the subject’s device or, simply, the device. Possession of the
27
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Figure 3: Components of a rich credential
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subject’s device that contains the private key is one of the verification
factors provided by the rich credential. The key pair may pertain to
any kind of public key cryptosystem, such as a signature cryptosystem,
an encryption cryptosystem or a key exchange cryptosystem.
2. A secret salt that is used to compute the salted hash of the subject’s
password (SHoSP) of Section 3.1.1. This secret salt and the hashing
used to compute the SHoSP are unrelated to the salts and the hashing
used in a typed hash tree as described in Section 5. Like the private
key, the secret salt is generated in the subject’s device and never leaves
the device.
3. A rich certificate comprising:
(a) The public key component of the key pair.
(b) Metadata like the metadata found in an ordinary public key certificate, including:
i. A version number, which references a specification of a particular format of a rich credential, thus allowing the details of
the format to evolve over time.
ii. A validity period.
iii. A serial number.
iv. A URL of a service that provides revocation information, such
as a signed or unsigned list of serial numbers of revoked certificates, or the revocation status of a particular certificate
identified by its serial number.
v. A signature cryptosystem identifier that identifies the algorithm used to compute the signature included in the certificate, and the corresponding algorithm to be used for verifying
it.
vi. An organization identifier that identifies the issuer of the rich
credential.
(c) A partial description of the typed hash tree of the credential, comprising a node array and a label array, which mutate as the credential transitions from one state to another.
(d) A signature by the credential issuer on the public key, the metadata, and the root label of the typed hash tree. Crucially, the
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signature covers the root label of the tree, rather than the node
array and the label array included as components of the certificate.
This allows the node array and the label array to change without
invalidating the signature as the credential transitions from one
state to another.
The rich credential is a mutable data structure that goes through four
states:
1. The issuance state, which is the state of the certificate after the issuer
has computed the signature but before the certificate has been modified
for transmission to the subject.
2. The storage state, i.e. the state in which it is transmitted by the issuer
to the subject and stored in the subject’s device. The salted hash of
the password (SHoSP), and any biometric keys (see Section 6.7.1), are
not present in the storage state.
3. The presentation state, i.e. the state in which the credential is transmitted by the subject to the verifier. Attributes that are not disclosed
and verification data for verification factors that are not presented are
omitted from the presentation state.
4. The verification state, i.e. the state in which the credential signature
is verified. The verifier may add data such as the SHoSP or a biometric key to the presentation state before verifying the verifying the
credential.

6.2

Typed hash tree of a rich credential

An example of a typed hash tree of a rich credential was shown above in
Figure 1. The same example is shown again in Figure 4, with added node
numbers indicating the position of each node in the depth-first post order
traversal of the tree. Each box represents a node and the lines between boxes
represent the parent-child relation. In each box the first line is the type of
the node and the second line informally describes the label, while the number
next to the box is the node number.
For example, node no. 1 has type 301 and its label is the name of the
subject (e.g. represented as an UTF8 string); it represents the name attribute
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of the subject, encoded as a key-value pair, where 301 is a numeric code for
the subject-name attribute. Such codes are defined by a specification of the
credential, referenced by the version number in the metadata component of
the rich certificate.
In the example, the distinguished type of the typed hash tree if d = 0.
Recall that internal nodes and salt nodes are labeled by the distinguished
type. Node no. 2 is an internal node labeled by a hash of the types and
labels of its children, which are the nodes numbered 2 and 5, and node no. 0
is a salt node, i.e. a leaf node labeled by a salt, in this case a random salt.

6.3

Node and label arrays

The node array and label array components of the rich certificate provide a
partial description of the typed hash tree of the credential.
The node array has entries for the nodes of the tree, listed in depth-first
post order. Each entry is itself a two-entry array containing the type of
the node and the number of children of the node, but not the label. As an
example, here is the node array of the typed hash tree of Figure 4, which is
the tree of Figure 1 with nodes annotated by their positions in the depth-first
post order traversal of the tree starting at 0:
[ [0,0], [301,0], [0,2], [0,0], [302,0], [0,2], [0,2], [0,0], [303,0],
[0,2], [0,0], [400,0], [0,2], [0,2], [0,2], [0,0], [501,0], [502,0],
[0,3], [0,0], [503,0], [504,0], [0,3], [0,0], [601,0], [0,2], [0,3],
[0,2] ]
The label array is a sparse array containing the labels of some of the
nodes of the trees, each at the same position as the entry for the node in
the node array, i.e. at the position of the node in the first-order depth first
traversal. Different labels are included in different states of the certificate.
All the labels are included in the issuance state, and all the labels of the
possibly pruned tree are included in the verification state, but most labels of
internal nodes are excluded in the storage and presentation states.

6.4

Peripheral subtrees

In the typed hash tree of a rich credential, every internal node is either a
peripheral node, all of whose children are leaf nodes, or a central node, all of
whose children are internal nodes. A peripheral subtree is a subtree rooted
31

27

14

6

0

1

3
301
Name

15

0
Hash
0
Salt

0
Salt

0
Hash

9

7

302
4 Birthdate

18

0
Hash

13

5

0
Salt

0
Hash

0
Hash

0
Hash

2

502
LeB iris
biometric key
17

10

303
8 Address
0
Hash

22

0
Hash

19

0
Salt

11

27

0
Salt

0
Hash

12

0
Salt

0
Hash

501
LeB iris
16 helper datum

0
Hash

400
SHoSP

504
Right iris
biometric key
21

503
Right iris
20 helper datum

25

0
Hash

0
Salt
23
601
Facial image
24 template

Figure 4: Depth-first post order traversal of a typed hash tree
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at a peripheral node. For example, the typed hash tree shown in figures 1
and 4 has seven peripheral subtrees, shown in Figure 5.
The typed hash tree of a rich credential may include four categories of
peripheral subtrees:
• Attribute subtrees, one for each attribute of the subject asserted by
the issuer.
• A password subtree, enabling the use of a password as verification
factor.
• Revocable biometric subtrees, one for each revocable biometric modality for which the credential asserts verification data.
• Non-revocable biometric subtrees, one for each non-revocable biometric
modality for which the credential asserts verification data.

6.5

Attribute subtrees

Figure 6 shows an example of an attribute subtree in the issuance state. It
has a peripheral node and two leaf nodes: a salt node and an attribute node.
The salt node has type 0, which is the distinguished type in the example, and
its label is a random salt generated by the issuer, which we call the sibling
salt. The attribute node represents an attribute encoded as a key-value pair.
In the example it represents the subject-name attribute, as discussed above
in Section 6.2.
In the storage state the label array includes the labels of the leaf nodes,
but there is no need to store the label of the peripheral node.
If the attribute is omitted in a credential presentation, the label of the
peripheral node is computed from the types and labels of the two leaf nodes
and added to the label array. Then the attribute subtree is pruned from the
typed hash tree in the presentation state, by removing the entries for the leaf
nodes from the node array, and adjusting the indices of the entries in the
label array accordingly. The peripheral node becomes a leaf node, and the
computed label added to it becomes a computed salt.
If the attribute is not omitted, the attribute subtree is not altered in the
transitions from the storage state to the presentation and verification states.
The purpose of the sibling salt is to prevent the attribute from being
guessed by the verifier when it is not intentionally disclosed in a presentation
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of the credential. Without the sibling salt, the verifier could test guesses
of the attribute against the computed salt, and would have no difficulty in
guessing it, as the values of most attributes have little entropy.

6.6

Password subtree

Figure 7 shows an example of a password subtree in the issuance state. It
has a peripheral node and two leaf nodes: a salt node and a password node.
The salt node has type 0, which is the distinguished type in the example,
and its label is a sibling random salt generated by the issuer. The password
node is labeled by the salted hash of the subject’s password (SHoSP). In the
example, the type of the password node is 400.
The issuer obtains the password and the secret salt from the subject and
uses them to compute the SHoSP, the root label of the typed hash tree,
and the signature that is included in the certificate. But the issuer removes
the SHoSP from the label array before it delivers the rich certificate to the
subject.
In the storage state the label array includes the random salt but not the
SHoSP. It also includes the label of the peripheral node, except as discussed
below in Section 6.9.
A rich credential features selective presentation of verification factors,
and knowledge of the password is one of the verification factors that can be
omitted from a presentation. If it is omitted, the password subtree is pruned
from the typed hash tree in the presentation state, by removing the entries
for the leaf nodes from the node array, and adjusting the indices of the entries
in the label array accordingly. The peripheral node becomes a leaf node, and
its label, whose value does not change, consequently becomes a computed
salt.
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If the password verification factor is not omitted, the subject’s device
removes the label of the peripheral tree from the label array in the transition
from the storage state to the presentation state. This preempts a bug in the
verifier code that might circumvent password verification. After receiving
the certificate in its presentation state, the verifier obtains the password
from the subject, computes the SHoSP from the password and the secret
salt component of the credential, and adds the SHoSP to the label array
in the transition from the presentation state to the verification state of the
certificate.
As in an attribute tree, the purpose of the sibling salt in the password
subtree is to prevent a guessing attack by the verifier when the subtree has
been pruned. In the password subtree, the sibling salt protects the SHoSP
and the underlying password from which the SHoSP is derived. However,
the same protection is also provided by the secret salt component of the
rich credential. Therefore the role of the sibling salt is less important in the
password tree; it is only included as a matter of defense-in-depth. The sibling
salt and the secret salt are not entirely redundant because they are generated
by different random or pseudo-random bit generators, the sibling salt being
generated by the issuer while the secret salt is generated by the subject’s
device where the credential is stored. If one generator is compromised, the
other still provides protection about guessing attacks by the verifier.

6.7
6.7.1

Revocable biometric subtrees
Revocable biometrics

Biometric identification entails privacy risks that can be mitigated by the use
of privacy preserving biometric techniques. Such techniques are known by
many different names, including revocable biometrics, cancelable biometrics,
biometric key generation, biometric cryptosystems and biometric encryption.
A survey of such techniques can be found in [12]. A brief introduction can
be found in a Pomcor blog post [13].
In ordinary, non-revocable, one-to-one biometric verification, a verification sample is matched against a biometric template derived earlier from an
enrollment sample. Usually, both the enrollment sample and the verification sample are processed to extract features to be used in the comparison.
The result of processing a sample is called a feature vector or a biometric
code. The biometric template may be the biometric code derived from the
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enrollment sample, or may result from further processing of the enrollment
biometric code to facilitate matching. In some modalities the verification
sample may be directly compared to the enrollment sample with no prior
feature extraction; in that case the biometric template may simply be the
enrollment sample.
In revocable biometrics, a biometric helper datum is used instead of a biometric template. A biometric code derived from a biometric sample submitted by the subject is combined with the helper datum to produce a biometric
key, in such a way that different but genuine samples (i.e. samples submitted
by the legitimate subject rather than by an impostor) consistently produce
the same key. The helper datum is such that it is deemed computationally
unfeasible to derive from it any useful biometric data. Furthermore, the
helper datum and the biometric key are randomized, which makes it possible
to revoke and replace them if compromised.
One particular methodology for implementing revocable biometrics makes
use of an error correction system. The biometric key is randomly generated, a
codeword of the error correction system is obtained by adding redundancy to
the biometric key, and the helper datum is obtained by x-oring the codeword
with an enrollment biometric code derived from an enrollment sample. When
a verification biometric code derived from a verification sample is submitted
later, it is xored with the helper datum, producing a bit string that differs
from the codeword only at those bit positions where the verification biometric
code differs from the enrollment biometric code. If the verification sample is
genuine, the error correction algorithm is able to correct those bit differences
to recover the codeword, and remove the redundancy from the codeword to
obtain the biometric key.
The error-correction based methodology was used in [14] for iris recognition.
A rich credential supports the use of both revocable and non-revocable
biometric modalities as verification factors.
6.7.2

Revocable biometrics in a rich credential

Figure 8 shows an example of a revocable biometric subtree that supports
the use of a revocable biometric modality, in the issuance state. It has a
peripheral node and three leaf nodes: a salt node, a helper-datum node, and
a biometric-key node. The salt node has type 0, which is the distinguished
type in the example, and its label is a sibling random salt generated by the
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Figure 8: A revocable biometric subtree
issuer.
In the example, the helper-datum node and the biometric-key node have
types 501 and 502 and are labeled by a left iris helper datum and biometric
key respectively. The issuer obtains an image of the left iris of the subject
taken with an infrared camera and uses the image to generate the randomized
helper datum and biometric keys. The issuer places the helper datum and
the biometric key as the labels of the helper-datum node and the biometrickey node, and uses them to compute the label of the peripheral node, the
root label of the tree, and the signature.
The issuer includes the sibling salt and the helper datum in the label array
that it delivers to the subject and becomes a component of the rich certificate
in the storage state. The label of the peripheral node is also delivered by the
issuer to the subject and kept in the label array of the storage state, except
as discussed below in Section 6.9.
A revocable biometric subtree supports a biometric verification factor,
which may be selected or omitted in a particular presentation of the rich
credential to a verifier.
If the biometric factor is omitted, the revocable biometric subtree is
pruned from the typed hash tree in the presentation state, by removing the
entries for the leaf nodes from the node array, and adjusting the indices of
the entries in the label array accordingly. The peripheral node becomes a
leaf node and its label a computed salt.
If the biometric factor is selected for presentation, the subject’s device
removes the label of the peripheral tree from the label array in the transition
from the storage state to the presentation state. This preempts a bug in the
verifier code that might circumvent biometric verification. After receiving the
certificate in its presentation state, the verifier obtains a biometric sample
from the subject, combines it with the helper datum to compute the biometric
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Figure 9: A non-revocable biometric subtree
key, and adds the biometric key to the label array in the transition from the
presentation state to the verification state of the rich certificate.
Use of the sibling salt is a redundant precaution aimed at preventing any
leakage of information to the verifier when the biometric factor is omitted.

6.8

Non-revocable biometric subtrees

Figure 9 shows an example of a non-revocable biometric subtree that supports
the use of a non-revocable biometric modality, in the issuance state. It has
a peripheral node and two leaf nodes: a salt node and a biometric-template
node. The salt node has type 0, which is the distinguished type in the
example, and its label is a sibling random salt generated by the issuer.
In the example, the biometric-template node has type 601 and is labeled
by a facial image template. The facial image template could be a vector of
facial features extracted by the issuer from a facial image of the subject, or
simply the facial image itself.
The issuer includes the sibling salt and the biometric template in the
label array that it delivers to the subject and becomes a component of the
rich certificate in the storage state.
A non-revocable biometric subtree supports a biometric verification factor that may be selected or omitted in a particular presentation of the rich
credential to a verifier. If the biometric factor is omitted, the subject’s device
computes the label of the peripheral tree and adds it to the label array before
pruning the subtree from by removing the entries for the leaf nodes from the
node array, and adjusting the indices of the entries in the label array accordingly. The peripheral node becomes a leaf node and its label a computed
salt. If the biometric factor is selected for presentation, the subtree is not
modified in the transition from the storage state to the transition state.
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The sibling salt prevents the verifier from mounting a guessing attack
against the template when the biometric factor is omitted.

6.9

Joint protection of the password and a biometric
key against physical capture

If the rich credential includes a revocable biometric modality and the subject
plans to use the password and the modality in every presentation of the
credential, the password and the biometric key can be protected together
against an adversary who captures the credential by omitting the labels of the
peripheral nodes of the password subtree and the revocable biometric subtree
from the label array in the storage state. This prevents the adversary from
mounting separate guessing attacks against the password and the biometric
keys using the labels of the peripheral nodes. The adversary can only mount
a joint guessing attack against the password and the biometric key, testing
guesses against the signature in the certificate, which will fail if the combined
entropy of the password and the biometric key is sufficiently high.

6.10

Rich credential issuance protocol

The issuance protocol for a rich credential has two stages. Stage 1 takes
place only once. Stage 2 may be repeated for each computing device where
the subject wants to install a credential, as described below in Section 6.13.
6.10.1

Stage 1

In Stage 1, the issuer creates a record for the subject containing attributes
and biometric verification data, retrievable by a security code. The subject’s
record contains biometric templates for the non-revocable biometric modalities only. Verification data for revocable biometric modalities is obtained in
Stage 2 and is not stored in the subject’s record.
Stage 1 may involve in-person and/or remote interactions between the
subject and the issuer. Remote interactions may include one or more remoteidentity proofing events with credentials provided by upstream identity sources.
After the subject’s record has been assembled, the issuer provides the
security code to the subject. For stronger security, the code may be split
into two or more portions delivered through different channels. For example,
if Stage 1 takes place during an in-person visit of the subject to the issuer,
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the issue may provide a portion to the subject in the course of the visit and
send another portion to the subject’s address of record.
6.10.2

Stage 2

Stage 2 takes place remotely between the subject’s device and the issuer. It
comprises the following steps:
1. The subject’s device generates a key pair for a public key cryptosystem
and a random high entropy bit string to be used as the secret salt.
2. The subject’s device prompts the subject for the password and computes the hash of the password and the secret salt.
3. If the credential is to include a revocable biometric modality, the subject’s device obtains a biometric sample for the modality (e.g. an iris
image). This step is repeated if the credential is to include multiple
revocable modalities.
4. The subject’s device establishes a TLS connection (or some other secure
connection) to the issuer with authentication of the issuer during the
handshake, and sends the following data over the connection:
• The security code.
• The public key component of the key pair.
• The hash of the password and the secret salt.
• Biometric samples for revocable biometric modalities to be included in the credential, if any.
5. The subject’s device proves knowledge of the private key component
of the key pair to the issuer over the TLS connection in a manner
dependent on the kind of public key cryptosystem of the key pair, as
described below in Section 6.12.
6. The issuer generates the randomized helper datum and biometric key
for each revocable biometric data from the samples received from the
subject’s device.
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7. The issuer constructs the node array of the typed hash tree of the
rich credential, with attribute subtrees for the attributes in the subject’s record, a password subtree, a non-revocable biometric subtree
for each template in the subject’s record (if any), and a revocable biometric subtree for each revocable biometric sample received from the
subject’s device. The issuer generates the sibling salts of the subtrees
by applying a hash function other than the one used to construct the
typed hash tree to the output of a random or pseudo-random number
generator. By Informal Conclusion 2 of Section 5.4.5, this ensures that
the addition-intolerance feature of the typed hash tree depends only on
the cross-collision resistance of the two hash functions, rather than on
the security of the random or pseudo-random number generator.
8. The issuer fills in the labels of the leaf nodes in the label array, which
include:
• The sibling salts, which it generates using a random or pseudorandom bit generator.
• The attribute values found in the subject’s record (if any).
• The salted hash of the subject’s password received from the subject’s device.
• The biometric templates found in the subject’s record.
• The randomized helper datum and biometric key for each revocable biometric modality (if any) generated from the samples received from the subject’s device.
9. The issuer computes the root label of the typed hash tree, filling in all
the labels of the internal nodes in the process.
10. The issuer assembles the metadata of the rich certificate, and computes
the signature on the public key, the metadata and the root label of the
typed hash tree.
11. The issuer removes the following labels from the label array, to put the
array in the storage state before transmitting it to the subject’s device:
• The labels of the central nodes. (Recall that the central nodes are
the internal nodes other than the roots of the peripheral subtrees.)
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• The root labels of the attribute subtrees.
• The root labels of the non-revocable biometric subtrees.
• If the credential includes one or more revocable biometric modalities that the subject plans to include together with the knowledge
of the password as verification factors in every presentation of the
credential, the root labels of the password subtree and the subtrees
of those revocable biometric modalities.
• The salted hash of the password that labels a node of the password
subtree.
• The biometric keys that label nodes of revocable biometric subtrees, if any.
12. The issuer assembles the rich certificate, comprising the public key, the
metadata, the node and label arrays, and the signature, and sends it
to the subject’s device over the TLS connection.
13. If the public key of the issuer is not generally known, the issuer also
sends to the subjects device over the TLS connection a certificate chain
comprising the issuers certificate and zero or more CA certificates over
the secure connection.
14. The subject’s device assembles the rich credential, comprising the private key, the secret salt and the rich certificate and stores it, together
with the issuer’s certificate chain, if received from the issuer. The rich
certificate is received from the issuer in the storage state, and is stored
without modification.

6.11

Rich credential presentation and verification protocol

The presentation and verification protocol comprises the following steps:
1. The subject’s device establishes a TLS connection (or some other secure
connection) to the verifier with authentication of the verifier during the
handshake.
2. After the TLS connection has been established, the subject’s device
and the verifier negotiate the attributes to be disclosed, the biometric
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modalities to the presented as verification factors, and whether the
salted hash of the password is to be presented as a verification factor.
3. The subject’s device transitions a copy of the rich certificate from the
storage to the presentation state as explained above in sections 6.5–6.8,
according to the result of the negotiation, and sends the copy in the
presentation state to the verifier over the TLS connection.
4. The subject’s device proves knowledge of the private key component
of the key pair to the verifier over the TLS connection in a manner
dependent of the kind of public key cryptosystem of the key pair, as
described below in Section 6.12.
5. If knowledge of the password has been negotiated to be included as
a verification factor, the subject’s device prompts the subject for the
password, computes the hash of the password and the secret salt, and
sends the salted hash to the verifier over the TLS connection if still
available, or over a subsequent TLS connection
6. For each revocable biometric modality whose inclusion in the presentation has been negotiated:
• The subjects device arranges for transmission of a modality sample
from the subject to the verifier in a manner that allows the verifier
to perform presentation attack (spoofing) detection.
• The verifier verifies that no presentation attack is taking place and
computes the biometric key from the helper datum found in the
label array and the transmitted sample.
7. The verifier transitions the rich certificate from the presentation state
to the verification state by:
• Adding the salted hash of the password to the label array, if knowledge of the password is a negotiated verification factor.
• Adding the biometric key of any revocable biometric modality that
has been negotiated to be included as a verification factor.
8. The verifier computes the root label of the typed hash tree from the
labels of the leaf nodes, all of which are present in the verification state
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of the tree, and verifies the signature on the public key, the metadata
and the root label.
9. The verifier further validates the rich certificate, checking that it has
not expired or been revoked, verifying the signature, and validating the
issuer’s certificate chain, if received from the subjects device.
10. (This step is postponed until this point to save the subject the trouble of
providing a sample for a non-revocable biometric modality if something
else goes wrong, e.g. if the subject mistypes the password. Providing a
sample for a revocable modality cannot be similarly postponed because
the biometric key and the salted hash of the password are both used in
the computation of the root label of the hash tree and the signature.)
For each non-revocable biometric modality instance whose inclusion
in the presentation has been negotiated, the subjects device arranges
for transmission of a biometric sample from the subject to the verifier
in a manner that allows the verifier to perform presentation attack
detection. The verifier verifies that no presentation attack is taking
place and the transmitted sample matches the biometric template for
the modality found in the label array.
11. The verifier examines the attributes asserted by the issuer in the typed
hash tree (represented by key-value pairs with keys in the node array and values in the label array) and relies on them to authorize a
transaction or register the subject as a subscriber to a service.

6.12

Proving knowledge of a private key over a secure
connection in different kinds of cryptosystems

A rich credential includes a key pair pertaining to a public key cryptosystem.
The subjects device proves knowledge of the private key component of the key
pair to the issuer at step 5 of the issuance protocol, and to the verifier at step 4
of the presentation and verification protocol. How this is done depends on
the public key cryptosystem that is used, which one is used being determined
by the rich credential specification referenced by the version number field in
the rich certificate.
In the following protocol descriptions we shall refer to the subjects device
as the prover, and to the party that verifies possession of the private key as
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the verifier, whether that party is playing the role of credential verifier or
credential issuer. All interactions take place over a previously established
secure connection between the prover and the verifier, after the verifier has
authenticated to the prover and received the prover’s public key.
The following protocol is used if the public key cryptosystem is a digital
signature cryptosystem, such as ECDSA, DSA, or RSA:
1. The verifier sends a nonce to the prover.
2. The prover generates a nonce and computes a joint hash of both nonces
3. The prover signs the joint hash with the private key.
4. The prover sends its nonce and the signature to the verifier.
5. The verifier computes the joint hash of both nonces.
6. The verifier verifies the signature on the joint hash using the public key
The following protocol is used if the public key cryptosystem is an encryption cryptosystem, such as RSA or El Gamal Encryption:
1. The verifier generates a nonce, encrypts it under the public key and
sends it to the prover.
2. The prover decrypts the nonce with the private key and sends it to the
verifier.
3. The verifier verifies that the nonce received from the prover is equal to
the one that it sent.
The following protocol is used if the public key cryptosystem is a key
exchange cryptosystem such as Diffie-Hellman (DH) or Elliptic-Curve DiffieHellman (ECDH).
1. The verifier generates an ephemeral DH key pair and sends its ephemeral
public key to the prover.
2. The prover validates the public key received from the verifier. Public
key validation routines can be found in [15, 5.6.2.3.1] for DH and [15,
5.6.2.3.2] for ECDH. If validation fails the prover refuses to continue
with the protocol and no proof of possession takes place.
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3. The prover computes the DH secret from its private key and the verifiers
public key and sends it to the verifier.
4. The verifier computes the DH secret from its ephemeral private key
and the prover’s public key, and verifies that it is equal to the secret
received from the prover.

6.13

Installation of rich credentials in multiple devices

Stage 2 of the issuance protocol can be run multiple times to install credentials in multiple devices. However, the security code that the subject uses
to request a credential should be a one-time code, or, if split into one or
more portions, one of the portions should be a one-time code, to prevent an
adversary from obtaining a credential just by capturing a security code kept
in long term storage.
After using the one-time code to install a credential in a device, the subject must therefore be able to obtain subsequent one-time codes to install
credentials in subsequent devices. If the subject has access to a rich credential in one device, he or she can obtain a one-time code for another device
by requesting it remotely from the issuer, using the rich credential for authentication. Otherwise, if the subject has a reusable portion of the original
security code, he or she may be allowed to obtain a one-time portion to be
used in combination with the reusable portion by remotely presenting a sample of a non-revocable biometric modality to be matched against a biometric
template in the subject’s record kept by the issuer, with presentation attack
detection and requesting the one-time portion to be sent by physical mail,
telephone, text messaging or email to a destination known to be controlled
by the subject. Otherwise the subject should be required to repeat Stage 1.
Credentials installed in different devices are constructed with the same
attributes, and the same biometric templates of non-revocable modalities,
but different key pairs and different helper data items of revocable biometric
modalities. These may be constructed using the same or different passwords,
at the subject’s discretion.

7

Solution 1: rich credential issued by a DMV

In Solution 1, we propose the use of a rich credential issued by a DMV as
the primary evidence in a remote identity proofing event. Relying on a DMV
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for a remote identity proofing solution is a natural choice, because a driver’s
license or non-driver identity card is the default piece of evidence used for
in-person proofing in the US. On the other hand, a problem with this choice
is that a majority of the more than 50 DMVs in the US must be willing to
support the solution in order for the solution to be deployed at population
state. To mitigate this problem, we have designed Solution 1 so that it is
very easy and inexpensive to implement by a DMV.
A DMV already collects a facial image from each of its customers for
use in a driver’s license or non-driver identity card. Therefore we propose
the use of facial recognition as a non-revocable biometric modality in the rich
credential. For the sake of simplicity, no other modality is used, and the facial
biometric template is the unprocessed facial image itself, all image processing
being done by the verifier. Biometric verification includes presentation attack
detection by submission of an audio-visual stream of the subject reading
prompted state, but only the verifier, not the DMV, is concerned with this.
Since a rich credential supports selective presentation of verification factors, the verifier may specify whether it requires face recognition or not. It
may also specify whether it requires submission of the salted hash of the
password. A rich credential also supports selective disclosure of attributes,
so the verifier can also request specific attributes. The user is asked for consent to present the required verification factors and disclose the requested
attributes.
To facilitate wide deployment, the rich credential is kept by the subject
in JavaScript persistent storage provided by a web browser, often referred
to as HTML5 local storage [16], rather than in a smart card or a dongle.
The credential is placed in local storage by the JavaScript front-end of a
credential-issuance web application of the DMV. A request for presentation
of the credential to a verifier is intercepted by a service worker [17] that the
DMV front-end registers with the browser, and is fulfilled by JavaScript code
generated by the service worker, without any involvement from the back-end
of the DMV web application. The fact that the back-end is not involved in
credential presentation greatly reduces the computational demands on the
DMV data center. It also means that the DMV cannot tell how the subject
uses the credential without colluding with the relying parties, an important
privacy feature known as unobservability [8]. Since the DMV JavaScript
front-end runs on the browser, the fact that the DMV does not observe the
presentations of the credential is auditable by the subject.
Figure 10 is a swimlane diagram of the issuance of a rich credential by
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a DMV and its presentation to a verifier. Issuance and presentation of a
rich credential were described in general terms in sections 6.10 and 6.11.
Here we describe the specifics that apply to a DMV rich credential. All
communications take place over TLS connections, where the DMV and the
verifier play the role of TLS servers and authenticate with TLS certificates.
In Stage 1 of the issuance process, the DMV determines the subject’s
attributes, obtains the facial image, and stores the attributes and image in
a record for the subject together with a security code that it provides to the
subject and the subject uses in Stage 2 to retrieve the credential.
As discussed above in Section 6.13, the security code may be split into
two portions that are provided to the subject by different. Usually, Stage 1
will take place during an in-person visit of the subject to the DMV. In that
case one portion of the security code may be given to the subject person,
while the other may be sent to the address of record.
Stage 1 may also take place remotely, if the subject is able to provide
sufficient identity evidence using credentials previously issued by upstream
identity sources. For example, if the subject moves to a different state, he or
she may be able to obtain both a rich credential and a physical driver’s license
from the new state of residence without a visit to the DMV by presenting a
rich credential from the old state along with evidence that the subject has
moved to a a new address in the new state. In that case, one portion of the
security code may be provided to the subject online as part of the remote
identity proofing event where he or she presents the rich credential from the
old state, while the other portion is sent through the post to the new address.
Stage 2 of the issuance process takes place remotely and may be repeated
by the subject to install credentials in several devices, as discussed above
in Section 6.13. The subject initiates Stage 2 by accessing the credential
issuance web application of the DMV and sending the security code (both
portions), which the DMV application uses to locate the subject’s record.
After locating the record, the DMV application responds with an HTML
page containing front-end JavaScript code. The front-end code generates a
key pair and a secret salt, asks the subject for a password, computes the hash
of the password and the secret salt, sends the public key and the salted hash
to the back-end of the DMV application, and proves knowledge of the private
key to the back-end of the DMV application. The back-end constructs the
rich certificate as described in Section 6.10 and downloads to the front-end.
The front-end assembles the credential, stores it in HTML5 local storage, and
registers a service worker with the browser, which will take care of presenting
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Figure 10: Issuance and presentation of a DMV rich credential
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the credential to verifiers.
Presentation and verification of the rich credential is initiated by a redirection from a verifier web application to the DMV web application, which is
intercepted by the DMV service worker. The redirection conveys an identification request, which specifies the attributes that the verifier wants to see,
and whether the verifier requires face recognition or submission of the salted
hash of the password, or both, or neither.
Without involving the back-end of the DMV application, the service
worker constructs and displays a web page that describes the identification
request and the verifier web application making the request and asks the
user for consent. If the verifier requests submission of the salted hash of the
password, the consent page contains an input field for the subject to enter
the password.
If the subject grants consent, the JavaScript credential-presentation code
in the web page retrieves the rich credential from the HTML5 local storage. If
the salted hash of the password is to be submitted (as assumed in the figure),
the credential-presentation code computes it from the password entered by
the subject and the secret salt in the credential, and sends it to the verifier.
The credential-presentation code transitions a copy of the rich certificate to
the presentation state, and sends it to the verifier along with the issuer’s
certificate chain if included in the credential. As described in more detail in
Section 6.11, transitioning the rich certificate to the presentation state involves pruning peripheral subtrees from the typed hash tree of the credential.
The pruned subtrees include the attribute subtrees for the attributes not to
be disclosed, the password subtree if the salted hash of the password is not to
be submitted, and the subtree for the facial image biometric modality if face
recognition is not to be used. The credential-presentation code also proves
knowledge of the private key to the verifier by one of the methods described
above in Section 6.12.
After receiving the certificate and the salted hash of the password, and
verifying the proof of knowledge of the private key, the verifier transitions the
certificate to the verification state by adding the salted hash of the password
to the label array. Then it computes the root label of the typed hash tree,
verifies the signature and validates the certificate.
If verification and validation succeed, and if face recognition is required
(as assumed in the figure), the verifier launches a native application on the
same device where the browser is running or on a different device, which
streams an audio-visual stream of the subject upon which the verifier per51

forms face recognition with presentation attack (spoofing) detection.
If the subjects device is a traditional laptop or desktop and the native
application runs on that device, the verifiers web application can launch the
native application using an HTTP response with a Content-Type header that
the native application has been registered to handle. If the subjects device is
a mobile device and the native application runs on that device, the verifiers
web application can launch it by redirecting the browser to a custom URL
scheme handled by the native application. If the native application runs on
an ancillary mobile device other than the device where the browser is running,
the verifier can launch the native application by sending it a push notification,
using a service such as Apple Push Notifications, Google Cloud Messaging,
or Firebase Cloud Messaging. This requires the native application to be
supplied by the verifier. As an alternative to launching a native application
that it supplies, the verifier can ask the subject to manually launch a generic
application and direct it to connect to the Verifier.
The native application transmits to the verifier an audio-visual stream
of the subject reading prompted text. The text is randomly selected or
generated by the verifier with high entropy, to ensure that an adversary
cannot replay an audio-visual recording of the subject reading the same text.
The verifier uses face recognition software to match the facial image in the
label array to the face shown in the video channel of the stream, and speech
recognition to verify the text being read is the prompted one.
The verifier must also verify that the audio and video channels are in
synchrony, to prevent an adversary from combining a recorded video of the
subject with live audio of the adversary reading the prompted text into an
MP4 or other container stream.
To verify synchrony, the verifier checks that the lip movement in the
video channel of the stream is synchronized with the utterances in the audio
channel. It has been shown in [18] that it is possible to automatically analyze
lip movement in a facial video to the extent of lip reading a sequence of
digits. The prompted text is arbitrary text rather than a sequence of digits,
and lip reading is difficult even for humans, because there are about three
times as many phonemes than visemes in English, and because, while some
visemes are easy to identify, others are obscured by coarticulation [19, 20].
However all that the verifier needs to do is to correlate the timing of easily
distinguishable visemes with corresponding phonemes.
If the subject’s face is recognized and no presentation attack is detected,
the presentation of the rich credential has been successful and the verifier
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may then authorize a transaction or register the subject as a subscriber to a
service.

8
8.1
8.1.1

Security analysis
General threat model for all five solutions
Adversarial goals

Remote identity proofing adversaries may have the following goals:
Impersonation An adversary may want to impersonate a subject vis-à-vis
a verifier, by capturing evidence pertaining to the subject, falsifying
evidence, or tampering with the protocol for remote presentation of
the evidence.
Fraudulent claiming of attributes A subject who has obtained identity
evidence may want to claim attributes that he or she is not entitled to
by modifying the evidence or tampering with the protocol for presenting
the attributes to a verifier.
Repudiation A subject who has presented evidence in an identity proofing
event in order to perform a transaction or register for a service may
want to claim later that he or she has not participated in the event and
performed the transaction or registered for the service.
False implication A verifier may want to implicate a subject in a remote
identity proofing event that has not taken place or has involved a different subject.
PII capture An adversary may want to capture personally identifiable information (PII) pertaining to a subject that is included in a remote
identity proofing credential or exposed in the process of acquiring or
presenting the credential.
8.1.2

Adversaries

Remote identity proofing procedures may face the following categories of
adversaries:
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Subject A subject who has obtained identity evidence is a potential adversary who may want to claim attributes not asserted by the identity
source, impersonate a different subject, or repudiate his or her participation in a proofing event.
Identity source insider An identity source has to be trusted and therefore
cannot be counted as an adversary. But insiders with limited operational roles at the identity source may not be fully trusted and may be
counted as adversaries.
Verifier or verifier insider The subject must disclose some verification
data to the verifier, but the verifier or its personnel may be counted as
potential adversaries if they try to obtain subject data not meant to be
disclosed during a proofing event, or use subject data to impersonate
the subject vis-à-vis a different verifier.
Network attacker Remote identity proofing takes place across the Internet
and is exposed to attack over the network by any party with access to
the Internet. A network attacker may also be able to extract identity
evidence or PII from a computing device that carries a remote identity
proofing credential by interacting with the device or planting malware
on the device.
We generally assume that a network adversary is not able to breach the
security of a TLS connection established from a subject-controlled computing device to either an identity source or a verifier with destination
authentication, nor to impersonate the destination.1
(In the papers on solutions 3-5, which use NFC technology, we will
discuss the capabilities of adversaries within NFC attack range of a
device carrying identity evidence.)
Physical attacker A physical attacker is an adversary who tries to capture
a device containing digital data, or capture or copy a document carrying
printed data, the latter being relevant to Solution 5.
1

Unfortunately, this assumption often fails to be satisfied in practice, because TLS is
repeatedly affected by protocol or implementation vulnerabilities. However, finding mitigations for the lack of secure connection capability would be difficult, and implementing
such mitigations is likely to be impractical. The best mitigation against TLS security woes
would be to define and deploy a better protocol [21, 22].
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Identity sources and verifiers may use virtual servers and databases hosted
in computing clouds. The cloud operator and other cloud tenants are potential adversaries. However, for simplicity, we shall not consider a separate
category of cloud attackers. If an identity source uses a computing cloud, we
shall include the operator and other tenants of that cloud in the category of
identity source insiders. Similarly, if a verifier uses a computing cloud, we
shall consider the operator and other tenants of that cloud in the category
of verifier or verifier insiders.

8.2

Adversarial capabilities specific to Solution 1

Solution 1 faces three particular kinds of identity source insider adversaries:
1. A developer working on the DMV web application, either in-house or
at a contractor or software vendor, may be able to tamper with the
code, causing it to plant malicious JavaScript in the web application
front-end. That malicious code will run in the subject’s browser with
the same origin as the DMV web application, and may therefore be able
to capture the rich credential, including its private key component, and
send it to the adversary.
2. A software engineer at the DMV or at a contractor working for the
DMV or a vendor supplying software to the DMV may be able to
tamper with the pseudo-random bit generator (PRBG) that is used
to generate the random salts used in rich credentials. While the key
pair used to sign credentials is likely to be generated in a hardware
security module (HSM) using a secure PRBG, the random salts may
not be generated inside an HSM and little attention may be paid to
the security of the PRBG used to generated them.
3. Personnel who interact with the subject during the in-person phase of
credential issuance are in charge of providing the security code to the
subject, and are therefore well placed to copy it and use it to retrieve
the credential issued to the subject.
A network attacker may be able to exploit a cross-site scripting (XSS)
vulnerability in the DMV web application to plant malicious JavaScript code
in the subject’s web browser that will run with the same origin as the DMV
web application, and may therefore then be able to capture the rich credential, including its private key component, and send it to the adversary.
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A network attacker may also be able to capture the rich credential using
general-purpose malware, and furthermore capture the subject’s password
and biometric samples as they are entered.
A physical attacker may try to capture the subject’s computing device
with the intention of extracting the rich credential from browser storage.
A physical attacker may also try to steal or copy the document containing
the security code, given to the subject during the in-person visit to the DMV.
Such physical attacker may be a DMV insider as noted above, or some other
adversary.

8.3

Threats and mitigations pertaining to Solution 1

Threat 1: malicious JavaScript code
An adversary plants malicious JavaScript code in a web page returned by
the DMV web application to the subject’s browser. That code runs in the
browser with same origin as the DMV application and is able to extract
the rich credential, including the private key, the secret salt and the rich
certificate, from HTML5 local storage. The malicious JavaScript code may
be planted by one of the following means:
• It may be planted in a JavaScript library used by the DMV web application.
• It may be placed by a cross-site scripting (XSS) attack in a string
included in the HTML source of the web page, which the application
fails to sanitize.
• It may be planted by a malicious insider at the DMV in the front-end
of the DMV web application.
Malicious JavaScript code may also be carried by advertisements, but no
advertisements are presumably placed in the web site of a DMV.
It should be noted that capturing the private key is not sufficient to
impersonate the subject vis-à-vis a verifier that requires presentation of all
three verification factors supported by the rich credential.
Mitigations of Threat 1
Mitigation 1a In the future, the front-end of the web application may
be able to protect the private key by using the currently experimental W3C
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Web Cryptography API [23] to generate the key pair, relying on the API for
storage of the private key and marking the private key as not extractable.
Sections 5.2 and 13.1 of [23] seem to imply that storing a reference to the
private key in persistent storage will cause the private key itself to persist
without being exposed to JavaScript code. See also [24].
Mitigation 1b The DMV web application that issues rich credentials and
registers the service worker responsible for the presentation of rich credentials
uses a DNS domain different from the DNS domain of the DMV web site
(both may be subdomains of a common DNS domain registered by the DMV).
Developers of the web application are trained to avoid XSS vulnerabilities
and the use of unnecessary JavaScript libraries. Any libraries that need to
be used are carefully inspected before deployment to ensure that they don’t
contain malware, and the web application code is carefully reviewed and
screened for XSS vulnerabilities. This, however does not prevent an attack
by an identity source insider.
Mitigation 1c The tasks of generating the key pair, storing the rich certificate and private key in HTML5 local storage, asking the user for consent
to present the credential to a verifier, and presenting the credential, are carried out by a service worker, but the service worker is registered by a fourth
party, independent of the DMV that issues the credential and of the verifiers,
which acts on behalf of the subject and is freely chosen and trusted by the
subject. We shall refer to such a service worker as a consent manager. The
consent manager mitigates Threat 1 because only JavaScript code with same
origin as the consent manager has access to the rich credential.
Threat 2
An adversary plants malware in the subject’s computing device that hosts
the browser where the rich credential is stored, or in the device that captures
the audio-visual stream used by the subject to present a facial image to
the verifier, if different. Such malware may be able to capture any of the
following:
• The rich credential kept in the browser’s HTML5 local storage including the private key, the secret salt, the attributes, and the biometric
verification data.
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• The password when entered by the user, by means of a key logger.
• The audio-visual stream.
Partial mitigation of Threat 2
The private key can be protected by storing the rich credential in a cryptographic module and making the private key not extractable. The cryptographic module may be located in a smart card or dongle connected to
the computing device that hosts the web browser; this requires browser support or a browser plug-in. The cryptographic module may also be include
in a Trusted Execution Environment (TEE), a Secure Element, or a Trusted
Platform Module (TPM) within the computing device; this requires support
by the platform provider.
Threat 3
An adversary physically captures the subject’s computing device that hosts
the browser where the rich credential is stored, and reads the rich credential
from persistent storage.
Mitigations of Threat 3
Mitigation 3a Modern computing devices provide protection against this
threat by encrypting all user data, including browser storage, under a key or
key hierarchy derived from a password and a device key that is stored in or
built into tamper resistant storage. The subject can mitigate Threat 3 by
using a device that provides such protection and activating the protection
when the device is not being actively used.
Mitigation 3b The rich credential can be protected against physical capture by storing it in a tamper-resistant hardware such as a smart, a Hardware
Security Module (HSM) in a dongle form factor, a Secure Element, or a TPM.
Threat 4
A physical attacker, which may or may not be a DMV insider, captures the
security code provided to the subject for retrieval of the rich credential.
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Mitigation of Threat 4
The security code needed to retrieve the credential is split into two portions,
a reusable portion and a one-time portion, as already mentioned above. The
reusable portion is provided to the subject in Stage 1 of the credential issuance process, typically during the in-person visit to the DMV, possibly as
the result of a remote identity proofing event involving an upstream identity
source. The one-time portion is sent by mail to the address of record of the
subject, by personnel belonging to a separate organization within the DMV.
The reusable portion is kept by the subject in secure storage and can be
reused as needed to retrieve credentials for use in computing devices owned
by the subject, or for replacement of a lost credential.
Threat 5
A network attacker breaches the security of the DMV data center to capture
the record containing the subject’s attributes and facial image.
Mitigation of Threat 5
The subject’s record is taken offline after the rich credential is issued to
the subject’s first device. If the subject subsequently requests a new onetime portion of the security code in order to retrieve a credential for another
device, the subject’s record is put back online when the new one-time portion
is mailed to the subject.
Threat 6
A subject repudiates participation in a remote identity proofing event, or a
verifier falsely implicates a subject in an event.
Defense against fraudulent repudiation of a transaction involving a cryptographic credential is usually based on the fact that the private key component of the credential is controlled by the subject, is generated within a
subject-controlled device, and never leaves the device. In Solution 1, however, this defense is not available because the private key is stored in HTML5
local storage that the same origin policy of the web makes accessible to the
DMV web application.
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Mitigation of Threat 6
The usual defense against fraudulent repudiation can be made available by
the Mitigation 1c of Threat 1 and mitigation of Threat 2 described above.
The verifier can also defend against non-repudiation by recording the
audiovisual stream presented by the subject and retaining the recording, if
the facial recognition verification factor is not omitted.
The subject can defend againsnt false implication by carefully protecting
the private key, and promptly reporting a theft or compromise of the device
that carries the private key.

8.4

Security posture of Solution 1

The security posture of Solution 1 can be summarized as follows:
• Subtrees can be pruned from the typed hash tree of the rich credential,
allowing for selective disclosure of attributes, and selective presentation
of verification factors, i.e. omission of password verification and/or face
recognition. But none of the following can be done without invalidating
the signature in the credential:
– Adding or modifying attributes.
– Using a different password than the one whose salted hash was
sent to the issuer in Stage 1 of the credential issuance process.
– Adding a biometric modality to the credential.
– Modifying the facial image in the credential.
It should be noted that, although a rich credential provides selective
disclosure of attributes like an Idemix Anonymous Credential or a UProve Token, it does not provide unlinkability. Even if no identifying
attributes are disclosed, credential presentations can be linked to each
other and to credential issuance by the signature on the credential and
by metadata such as the serial number. The rich credential does provide
unobservability of presentations by the issuer, as discussed above in
Section 7.
• Assuming the above mitigation of Threat 4, an adversary who tries
to retrieve from the DMV the rich credential issued to a subject must
capture two portions of a security code: a reusable portion usually
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provided in person to the subject, and a one-time portion that is mailed
to the address of record of the subject.
• If the verifier requires all three verification factors supported by the
rich credential, impersonation of the subject requires:
– Knowledge of the private key.
– Knowledge of the password.
– Submission of an audio-visual stream that spoofs the subject reading prompted text randomly selected or generated by the verifier.
The verifier verifies the synchrony of the audio and visual channels
by tracking lip movement in the video channel and correlating distinguishable visemes to phonemes identified in the audio channel.
• The rich credential is vulnerable to capture by malicious JavaScript
code, but only if the malicious code has the same web origin as the
credential-issuance web application of the DMV. Mitigations 1a–c are
available to address this vulnerability.
• The rich credential is vulnerable to capture by malware planted in the
device that hosts the browser. This includes the private key, unless the
above partial mitigation of Threat 2 is used, at a high usability cost.
• The subject can protect the private key against physical capture by
using a modern computing device that protects user data by encrypting
user data, including browser storage, under a key or key hierarchy
derived from a password and a device key that is stored in or built
into tamper resistant storage, and activating such protection when the
device is not being actively used.
• The salted hash of the password is vulnerable to capture by a DMV
insider when it is supplied in Stage 1 of the credential issuance process,
or by a verifier or verifier insider when it is submitted together with the
rich credential. If captured, it can be used in a fraudulent presentation
of the rich credential.
• The password is not vulnerable to capture by a DMV insider, nor by
a verifier or verifier insider. If reused by the subject at web sites and
captured at a web site, it cannot be used in a fraudulent presentation
of the rich credential.
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• The password is not vulnerable to a security breach at the DMV data
center or at a verifier data center, but it is vulnerable to an offline
guessing attack by an adversary that captures the rich credential stored
in the browser.
• The verifier cannot mount a guessing attack against any data that is
not used in a presentation of the rich credential, including omitted
attributes, the salted hash of the password if password verification is
omitted, and the facial image if facial recognition is omitted.
• The verifier cannot rely on the private key not being shared in a defense
against fraudulent repudiation of a presentation of the credential, but
can instead rely on a recording of the audiovisual stream presented by
the subject.
Solution 1 provides arguably stronger identity assurance than in-person
presentation of a physical driver’s license, for the following reasons:
1. It provides three verification factors, where a physical driver’s license
provides only two.
2. Driver’s licenses can be forged. There is a market for forged driver’s
licenses, where they sell for $150 each [25]. By contrast, a rich credential
issued by a DMV cannot be forged.
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Conclusion

This paper has described Solution 1, the first of five remote identity proofing
solutions that we have identified as possible alternatives to knowledge-based
verification. Solution 1 is based on the concept of a rich credential, a new
kind of cryptographic credential that can be used by a subject to remotely
present three verification factors to a verifier with whom the subject may
have no prior relationship, including something that the user has (a private
key), something that the user knows (a password), and something that the
user “is” (one or more biometric features).
The concept of a rich credential is based on another new concept, the
concept of a typed hash tree, a tree that can be used to represent a collection
of key-value pairs and whose root label provides an omission-tolerant cryptographic checksum of the collection. The omission tolerance of a typed hash
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tree is used in a rich credential to provide selective disclosure of attributes
and selective presentation of verification attributes.
In Solution 1, the rich credential contains a facial image, which the verifier
matches against the subject’s face shown in an audio-visual stream of the
subject reading prompted text. The verifier verifies the synchrony between
the audio and video channel of the stream by tracking the subject’s lips in
the video stream and matching distinguishable visemes to phonemes in the
audio stream.
Solution 1 provides arguably stronger identity assurance than in-person
presentation of a physical driver’s license because it provides three verification
factors rather than two and it cannot be forged.
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